
 

 



 

Congratulations! 

You have completed The 7-Day Scam-Proof Challenge and 
learned important skills that will help keep you safe online. 

Now it's time to make a personal promise to yourself. 

This agreement is not about being perfect. 

It's about making smart choices, learning from mistakes, and using 
your Scam Shield every day. 

Read each promise carefully and sign your name at the end. 

 

MY DIGITAL SAFETY PROMISE 
I understand that the internet can be a fun and useful place, but I 
also know there are risks. 

I promise to use technology responsibly and safely. 

 

SECTION 1 

My Password Promise 
I promise that: 

☐ I will keep my passwords private. 

☐ I will not share my passwords with friends. 

☐ I will not share my passwords with online players. 

☐ I will create strong passwords whenever possible. 



☐ I will tell a trusted adult if I think someone knows my password. 

 

SECTION 2 

My Personal Information Promise 
I promise that I will not share: 

☐ My home address 

☐ My phone number 

☐ My school name 

☐ Family financial information 

☐ Passwords 

☐ Private family details 

Without permission from a parent or guardian. 

 

 

 

 

SECTION 3 

My Social Media Promise 
I promise that: 

☐ I will think before posting. 



☐ I will be respectful online. 

☐ I will not trust strangers automatically. 

☐ I will report bullying or suspicious behaviour. 

☐ I will ask for help when something feels wrong. 

 

SECTION 4 

My Gaming Promise 
I promise that: 

☐ I will never give away my gaming password. 

☐ I will not trust offers of free game currency from strangers. 

☐ I will avoid unofficial gaming websites. 

☐ I will ask an adult if a gaming offer seems suspicious. 

☐ I will play fairly and respectfully. 

 

 

 

SECTION 5 

My Smart Clicking Promise 
Before clicking any unfamiliar link, I will ask: 

Who sent this? 



Why did they send it? 

What do they want from me? 

Is it safe? 

If I am unsure, I will ask a trusted adult. 

 

SECTION 6 

My Online Friendship Promise 
I understand that: 

☐ People online can pretend to be someone else. 

☐ Not everyone online is trustworthy. 

☐ Real friends do not ask for passwords. 

☐ Real friends do not ask me to keep secrets from trusted adults. 

☐ I can always talk to a trusted adult if something feels wrong. 

 

 

SECTION 7 

My AI Safety Promise 
I understand that: 

☐ Not everything online is real. 

☐ AI can create fake photos. 



☐ AI can create fake videos. 

☐ AI can create fake voices. 

☐ I should verify surprising information before believing it. 

 

MY SCAM SHIELD RULES 
I promise to remember: 

STOP 

Pause before reacting. 

CHECK 

Verify before trusting. 

ASK 

Talk to a trusted adult when unsure. 

These three habits will help protect me online. 

 

 

MY TRUSTED ADULT TEAM 
If I ever feel confused, worried, or unsafe online, I can talk to: 

Parent/Guardian: 

 

Teacher: 

 



Relative: 

 

Other Trusted Adult: 

 

MY ONLINE SAFETY GOALS 
This month I will: 

☐ Think before I click. 

☐ Protect my passwords. 

☐ Be kind online. 

☐ Ask questions when unsure. 

☐ Help friends stay safe. 

☐ Use my Scam Shield every day. 

 

 

THE SCAM-PROOF Superstar 
PLEDGE 
I promise that I will: 

✓ Use technology responsibly. 

✓ Protect my personal information. 

✓ Verify before trusting. 



✓ Speak up when something feels wrong. 

✓ Ask for help when I need it. 

✓ Use my Scam Shield every day. 

✓ Be a positive digital citizen. 

 

MY SIGNATURE 
I have read and understood this agreement. 

I promise to do my best to stay safe online. 

Name: 

 

Signature: 

 

Date: 

 

OFFICIAL SCAM-PROOF Superstar 
🏆 This certifies that: 

 

has completed The 7-Day Scam-Proof Challenge and has 
committed to being a smart, safe, and responsible digital citizen. 

Date Completed: 

 



Signature: 

 
 
 

Final Message 
The internet is an amazing place to learn, create, play, and 
connect with others. 

The goal is not to be afraid of technology. 

The goal is to use it wisely. 

Every time you remember to STOP, CHECK, and ASK, you make 
yourself stronger, smarter, and safer online. 

Welcome to the team of Scam-Proof Superstars! 

 Stay smart. Stay safe. Stay scam-proof. 

 



 


	MY DIGITAL SAFETY PROMISE 
	SECTION 1 
	My Password Promise 
	SECTION 2 
	My Personal Information Promise 
	SECTION 3 
	My Social Media Promise 
	SECTION 4 
	My Gaming Promise 
	SECTION 5 
	My Smart Clicking Promise 
	Who sent this? 
	Why did they send it? 
	What do they want from me? 
	Is it safe? 

	SECTION 6 
	My Online Friendship Promise 
	SECTION 7 
	My AI Safety Promise 
	MY SCAM SHIELD RULES 
	STOP 
	CHECK 
	ASK 

	MY TRUSTED ADULT TEAM 
	Parent/Guardian: 
	Teacher: 
	Relative: 
	Other Trusted Adult: 

	MY ONLINE SAFETY GOALS 
	THE SCAM-PROOF Superstar PLEDGE 
	MY SIGNATURE 
	Name: 
	Signature: 
	Date: 

	OFFICIAL SCAM-PROOF Superstar 
	Final Message 

